IT - Policy for Turnils AB

IT department, Turnils AB

Box 541, 441 15 Alingsås

Tel 0322 77500 • Fax 0322 17990

20060518

Contents

1 Introduction
1

2 Internet

2


Rules

3

3 E-mail

4


Rules

4

4 Copying

5


Rules

6

5 Virus / Spam
7


Rules

8

Introduction
he following IT policy describes and clarifies the rules that apply when connected to and using Turnils AB’s computers and network.

The rules are designed to protect our information, our common network and the units and resources that are included.

It is each user's responsibility to know the contents of this rule book and ensure that they fully understand the implications of the rules.

This document covers four sections:

· Internet

· Copying of data and programs

· E-mail

· Virus / Spam

All the programs and all the data that is in our system is owned by Turnils AB.

This includes general information, technical data and individual e-mail. There is no ”private” information in our system. 

Certain information can be made ”read protect” for other groups and users in the company for particular reasons, however the information is owned by and belongs toTurnils AB.

Internet

Generally

he company buys the bandwidth that is calculated as sufficient for the company's communication needs. 

All communication with the world around is carried out via this communication link regardless of whether it is data transfer between different units or individual users surfing the Internet or sending e-mail.

Each and every computer that is logged into our network has access to the Internet (Unless there is a special limitation).

This makes it fully possible to surf the Internet without limits. The company's intention is to facilitate searching for information regarding daily work, e.g. the status of deliveries, finding prices, technical data etc.

By seeking and finding data on the Internet it is also possible to download the information to your own computer or store it in the network.

This is often done at the touch of a button whereby the downloading starts and the information is downloaded and saved on your own computer or on the network.

Since all downloading of data takes a lot of resources from the common bandwidth (communication line) all the traffic on the network is affected, and when large amounts are downloaded at the same time (by several users) the network can appear ”slow” for other users in the network whilst the downloading is in operation.

Another type of downloading of data occurs when listening to music or radio programmes on the Internet via the computer.

This type of downloading takes a lot of resources from the net and it happens continuously, which is why the ”general condition” of the net is weakened considerably.
When listening to music from the Internet the data that forms the music is loaded in a ”stream”, i.e. the data is copied continuously whilst one is listening to the music or radio programme. This type of downloading is not allowed.

The company does not allow surfing on the Internet during working hours for private use. Examples of this are searching for information about holiday trips, cheap prices, events etc.

Having a portable computer that is also used at home means that the user has all the more reason to think before they use the computer for private use.

Rules for  using the Internet

· It is forbidden to listen to music or radio programmes on the Internet.

· It is forbidden to download pictures of videos for your own use from the Internet.

· Information that is not required for future us should not be downloaded, it shall be read via the Internet.

· It is forbidden to visit websites that contain violence, games, or have racist or pornographic contents.

· It is criminal to download or have child pornographic material.
E-mail

Generally

ommunication via e-mail is a complement to ordinary communication such as post, fax, telephone etc. E-mail makes it possible to quickly and effectively spread information within the company.

For external e-mail the same rules apply in principle as for letters and faxes. Contracts and agreements may only be signed by those with the authority to do so.

E-mail shall be formulated with the same thoroughness as a letter and be clearly written so that no misunderstandings occur.

Following SMS, chat on the Internet and other electronically created texts an ”Internet-language ” has developed with different symbols and abbreviations. This type of text may not be used in any e-mail document.

Due to the risk of improper distribution of company secrets or other confidential information being handled via e-mail, no information about individuals may be discussed via e-mail.

Attached files or documents that come into the system via e-mail from outside may not be opened if the sender is unknown and the contents of the attached object is suspected to be the bearer of virus or trojans. Such attached files shall be sent to the IT Department if the recipient wants to open it, otherwise it can be deleted without being opened.

Rules for using e-mail.

· It is not permitted to attach documents or files with sensitive information in an e-mail to receivers outside the Turnils Group.
· Pornographic material that has been received by e-mail shall be immediately erased and may not be forwarded.

· E-mail for private use may be used to a limited degree.

· E-mail addresses with connections to Turnils AB may not under any circumstances be used in connection with information regarding violence, games, politics, pornographic, racist or other information that can discredit Turnils AB

· E-mail documents shall be clear and not be possibly misinterpreted by the recipient.

Copying

Generally

here are several different ways to copy data and programs both from and to your computer and the network.

The most common way of transferring data is by using media such as diskette, CD, tapes or from the Internet. Also copying from the networks different units, to or from flash memory, via IR-port or attached documents in e-mail are common methods.

It is not permitted to copy material that does not belong to your own work , regardless of method. It is not permitted to copy material from our system to other units, unless it has a direct connection to your work.

All information that is copied in the computers in our nets must go through the virus check that is active on all the computers in the network. The virus protection must not be deactivated.

The information that is stored in our system may not be copied or passed to another recipient within or outside Turnils AB, unless it is part of your daily work or special permission has been granted.

Rules for copying data and programs
· It is not permitted to copy data or programs from the system to external media, regardless of type, unless they are not part of your daily work, or special permission has been given by the department head, or the company management team.

· It is not permitted to read in or store data or programs to our system from external media unless they are not part of your daily work, or special permission has been given by the department head, or the company management team.

· If data or programs shall be read in and stored  in our system, it shall be done to the indicated place.

· Normally G:\Shared map or H:\Private map, are administrated by the system administrator and are part of the continuous security copy (backup)

· No copying of any kind may be done to our network or computers unless the virus protection is active
Virus / Spam

Generally

here are several kinds virus. They have one thing in common, they aim to take control or disturb parts of our system.

The company uses virus protection, which is active on all the computers in the network. The virus protection checks all incoming and outgoing e-mail documents and the programs and files that are copied to or from our system.

Despite this, a virus can get in and partly or wholly infect our system. The reason is often that the virus has ”hidden” in an e-mail document so that the virus protection has not been able to identify the virus. Such a virus is activated when the attached document in an e-mail is opened.

Trojans are a type of virus that come into the system via the Internet and which the user does not normally see, and are aimed at carrying out some function on your computer, e.g. steal information or use the computer to send spam.

SPAM is another type of disturbance that is dramatically increasing  and taking large resources for the protection of the system. Spam is often in the form of mass mailing (can be an advert) which may simply irritate the recipient. In tougher cases the company is bombarded with several thousand spam per minute, the system doesn't have time to deal with the spam and normal e-mail traffic does not get through, perhaps for 10-20 hours.

Turnils AB puts large resources into protecting the system from different types of attack and this protection may not be deactivated on your computer.

During the first quarter of 2006 our protection took care of approx 2000 – 2500 virus and spam per day. If the protection was deactivated on any computer it is possible for this amount of unwanted objects getting into our system.

Rules for  virus & spam-protection

· It is forbidden to ever deactivate the virus protection in your computer.

· If the computer is suspected of having a virus the IT department shall be informed immediately and the computer switched off.

· Automatic updates of the virus protection must be followed when requested by a message on the screen or any other way.
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