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Basic EDP Security
GENERAL
This instructions is valid for all companies in the Turnils Group which have or utilise computers. It describes the basic security level that has to be maintained at all EDP installations. 

Special requirements for AS400 are detailed in appendix 1.

Security procedures outline both in the general area and in the appendix must be followed.



RESPONSIBILITY
The General Manager for each company in the Turnils Group has the final responsibility for Information Security including EDP Security. He has to organise security work within the company.

All users are responsible for ensuring that unauthorised persons cannot have access through their terminals or PCs to any computer stored information. 



GENERAL RULES
The installations differ regarding size, type of hardware, system software and data communication, cost for loss of use and sensitivity of information processed.

Regardless of the result of the analysis, each company shall implement the actions for basic EDP Security marked by the applicable class code.

At class A-installations, an EDP Security Officer shall be appointed. Depending on the size of the installation, the job should be combined with other duties. 

The duties of the EDP Security Officer shall be:

· To lead, co-ordinate, and supervise EDP security work within the company

· To participate in developing local EDP security plans and instructions. 

· To propose and introduce measures to increase security.

· To be responsible for training and information about EDP security within the company

· To ensure that security instructions are followed.

· To be contact person in EDP security matters within the company.

In connection with the budget process a plan of action should be established for the coming year in order to reach the desired EDP security level.



DEFINITIONS
The installations are divided into different classes, depending on size. Personnel computer networks are included in classes B and C. In the following, a workstation is equal to a terminal, a PC or a workstation used for CAD.





Class 
         Description



Code

A.




AS400

B.




2 - 10   workstations/PC in networks

C.




PC’s with large files or sensitive material or used for administrative routines like order processing.



PHYSICAL

PROTECTION

Unauthorised Entry
1
A
-
-
Unauthorised entry to the computer room shall be prevented by locks, electronic locks, automatic admission checking system or guards.

If the computer room is on the ground floor, the windows shall be of an unbreakable type, preferable also opaque.

 

Fire
2
A
B
C
Fire extinguishers of carbon dioxide or halon gas shall be located in the computer room an in the adjacent one. Where applicable, the fire control organisation should be consulted and they should make inspections.




3
A
-
-
Automatic fire extinguishing installations and fire alarms are strongly recommended. As halon will be forbidden within the 1990’s carbon dioxide should be considered.

The technological developments for new extinguishing media must be observed.




4
A
B
C
Sprinklers might be a suitable alternative if they are combined with an automatic power shut-off to the computer before sprinklers are released.



Leakage, Water
5
A
B
-
If there is any risk of leakage, flooding or water rising from the drainage system, the CPU should be installed on a console 20 cm over the floor.

There  shall be (automatic) shut-off valves and gutters.




6
A
-
-
A water or moisture alarm should be installed.



Climate
7
A
B
-
Where needed, air-conditioning equipment shall be installed. If suitable, the capacity should be divided into at least two units.




8
A
-
-
Equipment for alarm and power shut-off at unsuitable temperature or humidity should be installed.



Electrical Power
9
A
B
C
UPS, (Uninterruptable Power Supply) should be installed where power disruptions are frequent and recovery takes a long time or incurs significant costs.




10
A
B
C
Stabilisers should be used where voltage or frequency is not stable.



DATA PROTECTION






Sending Data Media
11
A
B
C
When sending data media containing payment transactions, special security measures, shall be taken to prevent the media from being altered. Such measures could be a fixed time table for the conveyance, transport in a locked box, and an electronic seal on a tape.



Back-Up
12
A
B
C
Back-up copies shall be taken so frequently that the time for a recovery procedure is relatively short. For  frequently used files , back-up shall be at least daily. A full back-up including low frequency files and system and application software shall be taken at least monthly.




13
A
B
C
The back-up copies shall be stored in such a way that they cannot be destroyed or be stolen at the same times the computer. This means that they should either be stored in another building or in a fireproof cupboard in another room than the computer. The back-up copies shall be kept under lock and key.




14
-
-
C
At least two generations of back-up shall be kept




15
-
B
-
At least tree generations of back-up shall be kept.




16
A
-
-
A local manual with instructions for the back-up routines shall be made.

At least 5 generations of back-up shall be kept.



Output
17
A
B
C
Surplus output material should be destroyed, sensitive information shall be shredded or destroyed in some other manner which ensures security.




18
A
B
C
Forms used for training and testing should be specially identified, in particular regarding payment routines.




19
A
B
C
Output which includes sensitive information should be stored in locked cupboards before distribution or destroying.



Access Control
20
A
B
C
Users shall be reminded yearly, though training or campaigns, about their responsibility for EDP security. 




21
A
B
C
Password shall be individual and secret, and difficult to find out.




22
-
-
C
Password or unlocking a physical lock shall give access to a PC-system




23
-
B
-
A combination of at least user identity and password shall be required to authorise the use of the system




24
A
-
-
User identity and password shall be used for authorisation to specified objects (resources). This also implies access to SPOOL files.




25
A
-
-
In certain cases, such as the work of the Security Officer/Security Administrator and when entering payment transactions, special safety measures should be taken, such as a combination of user and identity and password shall give authorisation to certain objects to be handled on a specified terminal. The terminal should be equipped with a badge reader or a lock for further enhancement of security. Other measures to be obtain sufficient security are active card readers and one-time password systems.




26
A
B
C
Standard passwords installed by the supplier shall be altered before using the system.




27
A
B
-
The passwords shall be exchanged every second or third month. Reuse of old passwords shall not be allowed.




28
A
B
C
User identity including passwords shall be deleted promptly when employees leave the company.




29
A
B
-
For emergency and back-up purposes, the Security Officer’s/Security Administrator ‘s password shall be kept in a secure area. 

Access to the password should be allowed only in an emergency situation.




30
A
B
-
After tree attempts with illegitimate combinations of user identity and password, further attempts shall automatically be prevented.




31
A
B
C
When leaving the terminal for more than a short while, the user shall log off the terminal or set it in stand-by position, where a new log on is required.




32
A
B
-
As a support to the users the following functions should be installed where possible. After a certain time (20 – 30 min) with no work at the terminal, it should automatically be set in a stand-by position or be shut off. Further use of the terminal should require a new sign.on procedure. 



DETECTING STOLEN FILES
33
A
B
C
In order to find out if the files content of a customer file has been sold without permission to another company, the following action should be taken:

Introduce one or a few persons, who can be trusted, as fake customers in the file. Create some small, easily identified errors in the records, such as the spelling of the name. Then, if the file is used for direct mail advertising, the source of the address can be distinguished directly.



PC,s
34
-
-
C
For virus protection, diskettes or files from unknown sources (especially games) shall not be used.

Virus protection in hard discs FAT area can often activates from the PC’s CMOS-software




35
-
-
C
To protect confidential information, one of the following methods shall be used. Data shall be stored on diskettes/band which are kept under lock and key. If data is stored on a hard disk, a security system shall be implemented. It shall have functions for password security  and/or  hard disk encryption and it shall prevent “booting” from diskettes.



DATA

COMMUNICATION
36
A
B
C
For file transfer data communication, the available password functions shall be used. A receipt shall be issued and sent back when a file has been received and stored.




37
A
B
C
For interactive data communication the security measures items 21 – 32 shall be included




38
A
B
C
The use of encryption should be decided jointly by the personnel responsible for security at the sending and the receiving companies. Their feasibility study shall include sensitivity of data, risks and costs.




39
A
B
C
For synchronous communication where exchange of identity is made through a hand shake, the identities shall be unique.




40
A
B
C
For synchronous communication, X21 and X25, must be specially secured against unauthorised access. The following methods may be used.

· Call back, so that the final connection is always established from the mini computer or the mainframe (not from a PC)

· One-time passwords, changed each time the communication is used (these requires some special hardware).

· Encryption. (see item 38)






Direct access to data via a simple password as the only security measure is not suitable. 




41
A
B
C
For each applications where data communication is being used, fall back alternatives to the communication and its routines shall be developed and tested.



PERSONNEL
42
A
B
C
Investigations have shown that the risk of loss is as great in area of swindle and sabotage as it is for fire and water damage. In the light of these facts, the background of those who will be employed in sensitive positions should be carefully checked.




43
A
B
C
The employment agreement for EDP personnel should include a paragraph stating “Programs made in working hours or otherwise made for the employer are the property of the employer and cannot be sold or given away without written permission from the employer”.



FUNCTIONAL PROTECTION






Disturbances
44
A
B
-
A log book of disturbances shall be kept. It should contain time when the disturbance was discovered, kind of disturbance and where it occurred, time for notification of error, and time when the system was working again.



Contingency Plan
45
-
B
-
A contingency plan should be plan worked out and kept up-dated. 




46
A
-
-
A contingency plan must be worked out and kept up-dated. 



INSURANCE
47
A
B
-
The computer installations should have insurance against fire. Water and extra cost insurance is often recommended. For leased equipment check whether the leasing company or the Turnils company is responsible for taking out the insurance policy.




48
A
B
C
A complete system and operation documentation shall be kept up-to-date. One copy of it shall be kept in a fireproof place.



DATA QUALITY PROTECTION

Testing
49
A
B
-
Before taking a new system or a new version into production, a through test shall be carried out. This also applies to program alterations. Both EDP function and the users should participate in system testing.




50
A
B
-
A test system or a test company should be installed, so that tests and education will not affect the production environment.

 

INDATA
51
A
B
C
Methods shall be applied to ensure that all input allowed and nothing else is entered into the system. Such methods are automatic checking of batch sums or serial numbers and a spilt input by two clerks, and a comparison between the two input files.




52
A
B
C
Quality checks of data entry shall be used, such as check digits, format and reasonableness checks, combinations controls, matching checks, and hash and batch totals.



Appendix 1
AS/400
For all AS400 models, the system value QSECURITY shall be at least 30. This means that access control will work with user identity, password, and object.

For the AS400s replacing S/36s the system value QSECURITY = 20 might be used for a maximum period of 6 month. This implies that access control only works with password.

QPWDEXPITV, password expiration interval should be 60 – 90 days or less if there is an increased requirement for security.

QPWDMINLEN, minimum length of passwords should be 5.

QPWDPOSDIF,  character position difference in passwords should be 1 (i e activated)

QPWDRQDDIF, required difference in passwords should be 1. (i e activated)

As a general rule, the user should not be authorised to access a physical file. Instead, logical files should be built up only containing the fields which the user should be able to employ. This is specially important when using QUERY and PC SUPPORT.

Only analysts and programmers shall be authorised to use DFU, Data File Utility, and DSPPFM, Display Physical File Member.

For back-up and recovery , the use of Journalising, Checksum, Mirror RAID Technique, and ASP (Auxiliary Storage Pool) should be evaluated.

From model B30 and upwards, the disk error statistics should be evaluated daily and, based on IBM guidelines, technical service shall be alerted in order to repair before an error demanding full recovery occurs..
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